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transformational implications of technology pushing 
It higher on audit committee, board agendas
PCAOB initiatives, SEC’s Dodd-Frank rulemaking are key areas  
of focus for 2012

“The most valuable IT discussions 
today are more about the business 
implications, and less about the 
technology,” noted one of the directors 
attending KPMG’s 28-city Fall Audit 
Committee Roundtable Series—Game-
Changing IT and Other Developments 
Driving the Agenda. “IT is about strategy 
and compliance and operations—the 
works. And the board needs to be fully 
engaged on this.”

Some 77 percent of the 1,400-plus 
roundtable attendees expressed 
concern that their company views IT 
risk and cyber security too narrowly, 
as a “technology issue” rather than an 
enterprise-wide risk. One in four said 
their company does not have social 
media policies and guidelines in place; 
and some 40 percent said their company 
does not have a program in place to 
monitor what is being said about the 
company on social media.

As highlighted below, the implications 
of game-changing IT and other key 
oversight challenges were explored in 
depth at KPMG’s national roundtable 
series, providing insights and takeaways 
for boards, audit committees, and 
management to consider as they help 
guide their companies forward in the 
months ahead.

audit committees, by and large, 
want to spend more time on It risk 
and hear more frequently from the 
CIo. As reflected in KPMG’s 2011 
Audit Committee Member Survey, 
the issue audit committee members 
would most like to spend more time on 
over the next 12 months is IT risk and 
emerging technologies (followed by 
risk management generally, corporate 
strategy, the impact of public policy 
initiatives, and globalization). The person 
in management they would most like 
to hear from more frequently is the CIO 

(followed by middle management and 
the CRO).

 – “IT is so fundamentally important 
to business; the CIO should have 
a prominent seat at the table—
whether you’re talking about data 
privacy, compliance, operations, or 
strategy.” 

 – “Our focus on IT has boiled down 
to a couple of key questions: Do we 
have an IT strategy? Is it linked to 
the business strategy? Do we have 
the proper resources and skills to 
execute on that strategy? And are we 
educating our people about IT risk?

 – “IT risk and technology are right 
up there with risk management in 
terms of importance and concern.”
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the staggering pace of technology change and the growing threat of cyber 
attack has pushed It risk steadily higher on audit committee agendas over 
the past few years. Yet boards and audit committees are expanding their 
focus beyond data privacy/protection and other “defensive” It risks to 
consider the transformational impact of game-changing technologies.  
the cloud, social media, mobile devices, and unprecedented amounts of  
data present a host of new opportunities and challenges, including engaging 
with customers and markets in real-time to help shape business decisions 
and strategy, identify emerging trends – and avoid costly missteps.

as they grapple with It risk and a host of other oversight challenges and 
priorities, audit committees also are sharpening their focus on a number of 
pCaob1  initiatives designed to promote auditor independence, objectivity, and 
professional skepticism. Given the potentially significant impact on the audit 
process and the audit committee’s oversight role, these pCaob initiatives are 
attracting more attention— and active comment—from the director community. 

1 Public Company Accounting Oversight Board
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requires an enterprise-wide approach 
to manage the risks and gain a level of 
comfort that the company’s information 
is secure and available, and that legal/
regulatory compliance implications (tax, 
information privacy, etc.) are understood 
and addressed. 

Some 18 percent of roundtable 
attendees said their companies currently 
have no plans to use cloud computing, 
and 16 percent were unsure.

 – “If you think your company is not 
using the cloud, there’s probably a 
disconnect somewhere—because 
odds are, cloud is being used in 
some shape or form.” 

 – “Moving to the cloud should be a 
gradual thing. Start with your least-
sensitive data and get comfortable 
with that. Cloud is not an all or 
nothing proposition.”

 – “Being in the cloud requires vendor 
management skills—much more so 
than the traditional IT/programmer 
skills.”

Social media is no longer just social, it’s 
commercial—from engaging customers 
in real-time and adding sales channels 
to building brand awareness, supporting 
employee collaboration, and identifying 
marketplace trends. Yet, social media 
also poses significant risks, including 
the blurring of lines between personal 
and corporate devices, the ease 
with which employees might divulge 
sensitive information (intentionally 
or unintentionally), new data/system 
vulnerabilities, and the viral speed of 
negative news or rumors about the 
company. As a result, more companies 
are recognizing the importance of 
monitoring social media on a full-time 
basis and having a clearly articulated 
social media governance framework.

 – “My two biggest concerns about 
social media are reputation—
something negative going viral 
and disclosure issues—someone 
inadvertently disclosing sensitive 
information, like earnings.”

accountability for data  
Integrity and Governance

Who within your organization is 
accountable for data integrity and 
governance? (select all that apply) 

CIO/CTO

35%
CFO

22%
Business units/functional 

management

20%
Not clearly defined

17%
Chief data officer

6%
 plans for Cloud

How would you characterize  
the status of cloud adoption  

in your organization?

Active or strategic

25%
Piloting at business unit level

12%
Considering, but no definite 

adoption plans

29%
Currently no plans to use cloud

18%
Unsure

16%
Social Media Monitoring
Does your company have 
an external social media  

monitoring program?

Yes—as a stand-alone activity

23%
Yes—integrated into the company’s 

risk management process

14%
No

40%
Don’t know

23%

Cloud computing, social media, 
mobile technologies, and data 
analytics are transforming the 
business landscape, posing a host of 
risks and strategic challenges. Indeed, 
these game-changing technologies— 
becoming ever-more important and 
pervasive—pose a host of risks, both 
“defensive” (e.g., data protection/
privacy, compliance, outsourcing) and 
“offensive” or strategic: Does the 
company understand the potential 
for these technologies to change the 
business? Is IT being leveraged for 
strategic, competitive advantage? 

Roundtable discussions highlighted key 
risks and challenges posed by each of 
these IT developments: 

data is rapidly increasing in scope and 
complexity (sources, types, and uses), 
posing risks to data confidentiality, 
integrity, and availability. Data governance 
is a key consideration to ensure that data 
and information are treated as a corporate 
asset (i.e., with appropriate controls and 
accountabilities; strategic perspective; 
and senior-level, enterprise-wide 
attention). Some 17 percent of roundtable 
attendees said accountability for data 
governance and integrity at their company 
is not clearly defined; only 6 percent said 
such responsibility rested with a chief  
data officer.

 – “Data is not ‘owned’ by our IT shop. 
Ownership and accountability resides 
with the individual business units.”

 – “Our data governance is still at the 
fifty-thousand foot level. This is an 
emerging area, but you have to start 
somewhere.”

Cloud computing  offers a cost- 
effective and scalable way for 
companies to meet dramatically 
increasing demands on business  
IT infrastructures; in fact, the barriers 
to cloud adoption can be so low that 
business units may easily access cloud 
services “on their own,” without the 
knowledge of the IT department.  
The impact of cloud on the business— 
e.g., operations, regulatory compliance, 
finance/tax, and vendor management—  
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•	 Understanding the transformational 
implications of IT developments 
(business models, data analytics)

•	 Maintaining a big-picture view of the 
company’s IT-related governance 
efforts (data, social media)

•	 Building the board’s IT knowledge  
and expertise, including leveraging 
third-parties

•	 Clarifying primary IT risk oversight 
responsibilities among the audit 
committee, board, and other 
committees

•	 Considering the need for a formal  
IT risk assessment

•	 Leveraging the internal audit function 
for IT risk assessments and added 
assurance.

audit committees should consider 
the implications of recent pCaob 
initiatives, which could fundamentally 
change the audit process and the role 
of the audit committee. Roundtable 
panelists emphasized the importance of 
monitoring key PCAOB initiatives focused 
on promoting auditor independence, 
objectivity, and professional skepticism. 
(Only 19 percent of roundtable attendees 
said they are “closely monitoring” these 
PCAOB projects, and 17 percent said 
the PCAOB’s activities were “not on the 
radar.”) Roundtable discussions focused 
on two PCAOB initiatives in particular:

•	 Exploring possible changes to the 
auditor’s traditional “pass/fail” 
reporting model—including the use of 
an “auditor’s discussion and analysis” 
(AD&A), emphasis paragraphs, auditor 
assurance on additional information 
outside of the financial statements 
(e.g., MD&A, non-GAAP information), 
and clarification of the auditor’s 
standard audit report. 

 – “A more robust audit committee 
report could be helpful by providing 
more transparency. Most audit 
committee reports today say  
very little.”

Social Media policies
Does your company have  

policies and guidelines in place  
to govern the use of social media  
by your employees (both internal  

and external use)? 

Yes—comprehensive and 
communicated robustly

16%
Yes—basic

41%
No

25%
Not Sure

18%
Cyber Security

How concerned are you that your 
company currently views IT risk and 

cyber security too narrowly,  
as a “technology issue” rather  
than an enterprise-wide risk?

Concerned

33%
Somewhat concerned

44%
Not concerned

23%
pCaob projects

To what extent is your audit 
committee staying apprised of  

major PCAOB projects? 

Closely monitoring

19%
Generally aware

42%
Aware of some projects,  

but not others

22%
Not on the radar

17%

 – “Social media is becoming a real-
time dialogue among companies 
and customers, which is why you 
see more companies giving it  
full-time attention.”

Cyber crime has quickly evolved to 
become an “advanced, persistent 
threat”—from cyber criminals, nation-
states, and “hacktivists”—as value 
continues to migrate online.2 Because 
eliminating all cyber threats is impossible, 
protecting against them without disrupting 
business innovation and growth is a 
critical challenge. The broad implications of 
cyber security breaches—financial, legal 
compliance, operational, reputational—
highlight the importance of taking an 
enterprise-wide approach to safeguarding 
the company’s systems and information 
assets from both internal and external 
threats (versus simply viewing cyber 
security as an “IT fix”). Only 23 percent 
of roundtable attendees expressed 
confidence that their companies take an 
enterprise-wide approach to cyber security.

As noted at the KPMG roundtables, the 
SEC’s October 2011 guidance on cyber 
security disclosures may highlight IT 
risks and challenges requiring greater 
attention by the company and the board.

 – “It is very difficult to reduce the risk 
of a cyber attack to zero. In fact, it’s 
more a matter of when, not if, an 
organization will be impacted by a 
cyber attack.”

 – “Your IT security has to be as 
persistent as today’s cyber  
criminals are.”

audit committees can play a pivotal 
role in helping the company (and the 
board) get its arms around It risk 
and emerging technologies, first and 
foremost by insisting on more-frequent 
and robust communication with the CIO— 
in plain English and business context. 
Roundtable panelists also highlighted 
other ways the audit committee can help,  
including:

•	 Elevating IT discussions beyond the 
IT function to a senior management/
board level as an enterprise-wide, 
strategic issue

2McKinsey on Business Technology, Number 23, Summer 2011
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•	 Proposed SEC rules on “conflict 
mineral” disclosures, which are 
expected to be finalized in the first half 
of 2012. Has management assessed 
the potential impact of these rules on 
the company relative to its products 
and supply chains? What due diligence 
effort and resources would be required?

•	 Dodd-Frank clawback provisions 
requiring recovery of certain executive 
compensation in the event of a 
financial restatement caused by 
error or fraud, which continues to 
be a key area of SEC focus. While 
some questions remain about 
implementation of the proposed 
rules, a key responsibility for the 
audit committee will be to ensure 
that restatements are made when/as 
necessary, regardless of their impact 
on executive compensation.

economic uncertainty and volatility 
will continue to put financial 
reporting, disclosures, and controls  
to the test.

•	 The cautious economic outlook for 
2012—as well as pressures to grow 
the business, restructuring, new 
technologies, and other changes—  
will require audit committees to 
sharpen their focus on the adequacy 
of disclosures and consistency of 
all financial communications, as 
well as the adequacy of the overall 
internal control environment (financial 
reporting, operational risks, IT, etc.).

expanded audit  
Committee Report

In your view, would an expanded 
audit committee report in the 
company’s proxy statement— 
describing in more detail what 
the audit committee does—be 

beneficial to investors and other 
users of the company’s financial 

reporting information? 

Yes

32%
No

68%
prospects for 2012

What change do you expect in 
your company’s profits in 2012 
compared to 2011?  Profits will:

Increase significantly in 2012

16%
Increase moderately

55%
Decrease

11%
Remain approximately the same

18%
Concerns about the economy

What is your biggest concern right 
now with regard to the economy? 

Economic uncertainty

52%
Continued joblessness

29%
Dealing with regulatory changes

15%
New competition

2%
Inflation

2%

•	 Promoting auditor independence 
through mandatory audit firm 
rotation or other alternatives, such as 
mandatory tendering of the audit after 
a specified period, mandatory joint 
audits, and enhanced audit committee 
oversight of the audit engagement.

Among the steps that audit committees 
might consider as these and other 
PCAOB initiatives move forward:

•	 Setting clear expectations with 
management and external auditors 
regarding monitoring of the PCAOB 
proposals, and communicating their 
potential impact on the audit and the 
audit committee’s oversight role.

•	 Sharing the audit committee’s/
company’s views with the 
PCAOB in writing. (The PCAOB is 
actively seeking comments from 
all stakeholders, including audit 
committee members.)

Key developments related to the 
SeC’s dodd-Frank rulemaking should 
remain front and center for audit 
committees, including:

•	 The SEC’s Dodd-Frank whistleblower 
rules, which have been in place for 
several months now. What has been 
the impact (if any) on the company’s 
internal whistleblower system and 
compliance program generally?
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about KpMG’s audit Committee Roundtable Series 

Launched in 1999, the Audit Committee Roundtable Series is hosted by KPMG’s Audit Committee Institute 
(ACI) in approximately 30 cities every spring (May/June) and fall (November/December). Highly interactive 
and panel-driven, the roundtable sessions bring together audit committee members, directors, senior 
executives, and leaders in governance to discuss challenges, emerging trends, and leading practices 
affecting the oversight of financial reporting and related risks. For more information about the Roundtable 
Series and resources and events offered by ACI, visit auditcommitteeinstitute.com, or contact ACI at 
1-877-KPMG-ACI or auditcommittee@kpmg.com.


